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1. Making Middleboxes Someone Else’ s Proablem: Network Processing as a Cloud Service[C]. SIGCOMM 2012
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1. Making Middleboxes Someone Else’ s Proablem: Network Processing as a Cloud Service[C]. SIGCOMM 2012

SIGINI--https://dianshenseu.github.io/year-archive/ 4



[+ o
I —— o
;. - B

ki SRS g VPN NEWHRS:
1Ja
Commodity Hardware Devices
N === i T o T ey ] 17 ====5 1 .
(ERLA ;m P e -
T e
BRI || e 41 e G e B e | | BREN
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1. Asurvey on service function chaining [J]. Journal of Network and Computer Applications 2016.
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1. Asurvey on service function chaining [J]. Journal of Network and Computer Applications 2016.
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1, VNFEEIRAGE
1. 1E BadkewRERERAI T 7 R IE AR IR SCRI IR RES | AL FERAETClick'ay

VN e = B 2 o R i R e i e R R £
FE., EFALinuxiEdtAiInamespacestlFISLIRE. cgroupsHBIFRHIERIR. AUFSIEHEt
FEIREE., TERETR T dockerSEFGEMNBARRZAL.

App B
Bins/Libs
App B
Bins/Libs Guest OS5

Docker Engine :
Hypervisor

Host OS5 Host OS

1. The click modular router [C]. SOSP 1999.
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BRABRITE

1. VNFERA/E
1.2. Click Modular Routerfg{}

Click Modular Router@ & TR AR TI999FH ARMERICIHTES |, iY
Z5H | BIBERFARS W HRIOXRERRARGER, BERSFR,

EClicks , F/hclickMZ8I08ETE ( BIMIT ) SEMEAIRSCAETIRE | AR 3S. HEBA
. FE. MMNBREREEF. — I EIMMBINEE ( VNF) SR — 1 HclickNTEmRIE RE T
INE (DAG) , HTmEclick®iT , MiAHMEMT2 BRNERE | iSGEEERIDHITIER.
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1. VNFEEMAE
1.2. Click Modular Routerf&f}t

. BEkE -
Discard

IPFilter
@ NAT :

IPClassifier IPRewriter

ToDevice

Discard
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1. VNFEEMAE
1.2. Click Modular Routerf&f}t

@ I -
Classifier ToDevice

IPRewriter

Switch IPRewriter

% WS IPRewriter
Discard
IPFilter
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2. OverlayP4&scllS 32
2.1, OpenVSwitchig7y

OpenVSwitch@— LI 7 OpenFlowtimY AR , BEER(TFAF=ERovsdb-
server ( OVSEURERSS S | FHEOVSRIECE(SR ) Flovs-vswitchd ( SCINAHRTHEERYFIRIATE
. URAIFA%Z=ERYdatapathE5g,

Q

t-'; Controller

0

>

------------------ OVSHB === DhanFlowW = === ameseasia.
& / Y

® l |

§ ovsdb-server ovs-vswitchd

2]

o

First Packet . —
Subsequent ernel Datapa
Packets :

|[ouIo)
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2. OverlayP4&scllS 32
2.1, OpenVSwitchig7y

B2 , —7E , datapath2FIBERFRFRZIZEHAIHELINER , BERRSBEGFHE
fiiAtE—rF |, KCPURERDHE R |, Dl , TRRFESZIRMERFNERE , AL , OVSH
FTRERILEEFEHTITRXEAN —EHBEHBBHNRIR.

B—AH  BARERARSHNRIT , FBRELEFRE. K. AzTsEMNAFTEN
2?5&%%%‘—:5’91‘3&2‘ BETTARITRSCAVEREN., MBS HER | IRARINEARIMERE AR, TR

o
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SCISSESEN

2. OverlayP4&scllS 32

2.2, NFVRYER--DPDK{E

Intel DPDK£#RIntel Data Plane Development Kit , Rinte i2HtHNHEFTEALATEE ,
Alntel architecture (IA ) MBS THEPZES &&E’J%HE@&EETE{ r RREFNIRBNIISTHF |

EARRTFLInuZEFLABRMRITHER , mEEE % Sithes - )
Linux3JHRICALIRITRE - Network App. lib and App

+« -> IZIRED -> Wil ->
¥ENZEIFAPSocketiz[1 -> W4 User space

ETFUIOSSIREE , DPDKRSTabE " Poes
o
£ -> DPDK#18)3Kz] -> DPDKE
RHEE -> 1R STBAET RIS oet:

DPDK PMD

1] [e)
Framework
NIC Kernel UIO Driver

Driver

deHEHE - BRHEHY
*

IngresstTrofflc
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2. OverlayP4&scllS 32
2.2, DPDK{&t
2.2.1, DPDK=EESCIIEAE--UIO ( Userspace 1/0 ) #1%l

By ulo
internal <«1— Framework
Kernelspace kernel functions €T~ A
(non-stable APl) <1

-

s Driver
Interface [ sysfs ||/dev/uioX
.............................................................................................. Y ety e e vl

" : read()

Userspace Application Driver AT

DPDKEEs ST Rzttt , AR LR
BT Linuxi2tA9UIO ##l , Beeis
=EiPRT , iR ARUTEIAIT S . AR
3 Azt AR R LRI IR R F T A P
TERENEEO , B NERNESE
B EIXS IR R

WMEB R, ZiFEM— VIO g%
uioX , M= HIIE/dev/uioX , X%
NN ESH R HE RN FEINES,
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2. OverlayP4&scllS 32
2.2. DPDK{E?
2.2.2. DPDK#&ZMEAK,

AT HACLINUXRFERTHR SR MERE | DPDK#HT ¥ SR EAMXR T N LDEBZ ML

1. SXHEPMD ( Poll Mode Driver ) 5MEx8 , /DK ;
2. XFHugePage , /H/VTLB Miss , BEIHFFEH ;

3. XAEARBIIHNRFEERA , BIEMbufERIRGIRISLIRR , ARZEFAFPZENREFERE
TN, RISHRAER | BRie It |

4. FIACPU Mt , BEEHERHsECPUL , —HHERED 7 CPULAZEITIRIVFTE | 55—
g T CPU EEFRIBERAIE | #BINTY CPU BFAYGHER |

5. XAETLinux WBITTHENEZE S kfifoltICAITHERIZBAG! | $HIRNES N EURRE
&, B EIRRHEENEABTHRETHHE | BRUMD> ARG,
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2. OverlayP4&scllS 32
2.3, OVS with DPDK

ovs ETDPDKIME , $TAIRIROVSEERIEE , —F5
— | , BAPMDXRIE N SM-K3ZE , DPDK

User Space Fi HE8n CPUNIRTEF , XEEEERBEEREE
ovs-vswitchd BRERBERATIRHNGIE, %A, BeTHERERE

OVS User Space - AR FAETEKBNARIEL S8 7 &,
Forwarding Plane PPPx

2—7E, OVS with DPDKEEHRIERZNZ |

=3 ERPZE | B PMDE R ER-EURIRR

1XBAZ. PMDEARTHYACIEM K , SMAM-K LI

KernelSpace | SRS | SR DMAS S EEEFs &

| | HAGT | FNE R ABIRSE | XAEOVS

NI e NIC e NIC ?E%ﬁ'é@%ﬂﬂﬁ%ﬂﬁﬁ , KRR T ke, #UE
TS,
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FaEEdERSR

1. 8P =0VS with DPDKiyZEETIE

(1) ZZ%EDPDK

cd /data/wangrui/dpdk-stable-16.11.9

export DPDK_BUILD=/data/wangrui/dpdk-stable-16.11.9-installed
export DPDK_DIR=/data/wangrui/dpdk-stable-16.11.9

sysctl -w vm.nr_hugepages=1024

echo 1024 > /sys/devices/system/node/node0/hugepages/hugepages-
2048kB/nr_hugepages

echo 1024 > /sys/devices/system/node/nodel/hugepages/hugepages-
2048kB/nr_hugepages

mkdir /mnt/huge

mount -t hugetlbfs nodev /mnt/huge

make install T=x86_64-native-linuxapp-gcc DESTDIR=$DPDK_BUILD

0. modprobe vfio-pci

AW

o

5 © 90
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FasBTiERER

1.

1P R=0VS with DPDKRYZEIIE

(2) ZH0OVS with DPDK

©ONOUTEWN

export OVS_DIR=/usr/src/openvswitch-2.7.7

cd $OVS_DIR

/boot.sh &8& ./configure --with-dpdk=$DPDK_BUILD && make install

mkdir -p /usr/local/etc/openvswitch

mkdir -p /usr/local/var/run/openvswitch

rm -f /usr/local/etc/openvswitch/conf.db

ovsdb-tool create /usr/local/etc/openvswitch/conf.db \
vswitchd/vswitch.ovsschema

ovsdb-server --remote=punix:/usr/local/var/run/openvswitch/db.sock \
--remote=db:Open_vSwitch,Open_vSwitch,manager_options \
--private-key=db:Open_vSwitch,SSL,private_key \
--certificate=db:Open_vSwitch,SSL,certificate \
--bootstrap-ca-cert=db:Open_vSwitch,SSL,ca_cert \
--pidfile --detach --log-file

. ovs-vsctl --no-wait init
. ovs-vsctl --no-wait set Open_vSwitch . other_config:dpdk-init=true
. ovs-vswitchd --pidfile --detach
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FasBTiERER

2. Node-027550VS with DPDKEE
(1) brO ficE&

. ifconfig ens4fl down

cd /data/wangrui/dpdk-stable-16.11.9/tools/

./dpdk-devbind.py --bind=vfio-pci 0000:88:00.0

ovs-vsctl add-br brO -- set bridge brO datapath_type=netdev

ovs-vsctl add-port brO dpdkO -- set Interface dpdk0O type=dpdk options:dpdk-
devargs=0000:88:00.0

ifconfig br0 192.168.0.102/24 up

AW H

o
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FaEETiERSE

2. Node-027550VS with DPDKEE
(2) brl && br2fd &

1.
2.

3.

oy U

ovs-vsctl add-br brl -- set bridge brl datapath_type=netdev
ovs-vsctl add-port brl vxlan21 -- set interface vxlan21 type=vxlan
options:remote_ip=192.168.0.101

ovs-vsctl add-port brl vxlan26 -- set interface vxlan26 type=vxlan
options:remote_ip=192.168.0.106

ifconfig brl 192.168.1.2/24 up

ovs-vsctl add-br br2 -- set bridge br2 datapath_type=netdev
ovs-vsctl add-port br2 vx21 -- set interface vx21 type=vxlan
options:remote_ip=192.168.0.101 options:local_ip=192.168.0.102
options:key=124

ovs-vsctl add-port br2 vx23 -- set interface vx23 type=vxlan
options:remote_ip=192.168.0.103 options:local_ip=192.168.0.102
options:key=124

ifconfig br2 192.168.2.2/24 up
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FasBTiERER

2, Node-0275550VS with DPDKEZELEE
(1) Hugepages3{4&4tF1DPDK VFIOIKz/

root@Node-82: /data/wangrui/dpdk-stable-16.11.9/tools# findmnt | grep hugepages
| L/dews hugetlbfs
hugetlbfs rw, relatime

root@Node-02:~# lsmod |
_pel :
_1ommu_typel
_wirgfd

_lommu_typel,

irgbypass
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FaEETiERSE

2. Node-02$:50VS with DPDKEELE
(2 ) P-E48EDPDK VFIOIRH!

root@ode-02: /data/wangrui/dpdk-stable-16.11.9/tools# ./dpdk-devbind.py ——bind vfio-pci 0000:88:00.0
root@ode-02: /data/wangrui/dpdk-stable-16.11.9/tools# ./dpdk-devbind.py —--status

Network devices using DPDK-compatible driver

0000:88:00.0 'NetXtreme II BCM57810 10 Gigabit Ethernet' drv=vfio-pci unused=bnx2x,igb_uio

Network devices using kernel driver

0000:02:00.0 'NetXtreme BCM5719 Gigabit Ethernet PCIe' if=enol drv=tg3 unused=igb_uio,vfio-pci *Activex
0000:02:00.1 'NetXtreme BCM5719 Gigabit Ethernet PCIe' if=eno2 drv=tg3 unused=igb_uio,vfio-pci
0000:02:00.2 'NetXtreme BCM5719 Gigabit Ethernet PCIe' if=eno3 drv=tg3 unused=igb_uio,vfio-pci
0000:02:00.3 'NetXtreme BCM5719 Gigabit Ethernet PCIe' if=eno4 drv=tg3 unused=igb_uio,vfio-pci
0000:88:00.1 'NetXtreme II BCM57810 10 Gigabit Ethernet' if=ens4fl drv=bnx2x unused=igb_uio,vfio-pci

Other network devices

<none>

Crypto devices using DPDK-compatible driver

<none>

Crypto devices using kernel driver

<none>

Other crypto devices

<none>
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LEEEIEAGRRR

3. Node-0235s3VNFEEHIECE
(1) firewall VNFEZE

1.
2.

3.

s

docker run --net=none --privileged=true --name=firewall -itd firewall
ovs-docker add-port brl ethO firewall --ipaddress=192.168.1.21/24 --
gateway=192.168.1.2

ovs-docker add-port brl ethl firewall --ipaddress=192.168.1.22/24 --
gateway=192.168.1.2

docker exec --privileged=true firewall iptables -F

docker exec --privileged=true firewall iptables -t nat -A PREROUTING -d
192.168.1.61 -i ethO -j DNAT --to-destination 192.168.1.21

docker exec --privileged=true firewall iptables -t nat -A POSTROUTING -o ethl -
MASQUERADE

docker exec --privileged=true firewall click /home/Click-changed-for-
ParaGraph/conf/firewall.click
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LEEEIEAGRRR

3. Node-0235s3VNFEEHIECE
( 2) firewall2 VNFECE

1.
2.

3.

b

docker run --net=none --privileged=true --name=firewall2 -itd firewall2
ovs-docker add-port br2 eth0 firewall2 --ipaddress=192.168.2.21/24 --
gateway=192.168.2.2

ovs-docker add-port br2 ethl firewall2 --ipaddress=192.168.2.22/24 --
gateway=192.168.2.2

docker exec --privileged=true firewall2 iptables -F

docker exec --privileged=true firewall2 iptables -t nat -A PREROUTING -d
192.168.2.61 -i ethO -j DNAT --to-destination 192.168.2.21

docker exec --privileged=true firewall2 iptables -t nat -A POSTROUTING -o ethl -
MASQUERADE

docker exec --privileged=true firewall2 route add -host 192.168.2.61 gw
192.168.2.31

docker exec --privileged=true firewall2 click /home/Click-changed-for-
ParaGraph/conf/firewall2.click
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7 £
=l

SIERS

3. Node-0275=VNFEIGicEH

root@Node-82: /datas/wangrui/dpdk-stable-16.11.9/tools# docker ps -a

CONTAINER ID IMAGE COMMAND
dccdeBS2esch macwr/ubuntu_for_paragraph:latest-8.6
3462bBBc38b2 macwr/ubuntu_for paragraph:latest-8.6

root@3462be0c38b2: fhome/Click-changed-for-ParaGraph/conf# cat firewall.click
//firewall@noden2
from@fw: :FromDevice(ethd, SNIFFER false)
to@fw: : ToDevice(ethl)
todump1@fw: : ToDump ( /home/ 1n - fw)
todump2@fw: : ToDump {/home/out - fw)
cb@efw: :Classifier(12/0806, //ARP
12/0800,//IPv4
-}/ /others
checkarp@fw: :CheckARPHeader
checkip@fw: :CheckIPHeader(14)
ipf@fw: :IPFilter(allow src 182.168.1.11 && dst 192.168.1.61, deny all)
gng@fw: :QuickNoteQueue

from@fw -> CheckLength(1500)-> todumpl@fw -=> Print{in) -> co@fw
copfwl@] -= checkarpefw -= gngefw

cbafwll]l -= checkip@fw -= ipfafw

chbefwl2] -= Discard

ipf@fwle]l -= gqno@fw
ipf@fwl1l] -= Discard

gng@fw -> Print(out) -> todump2@fw -=> to@fw

"/bin/bash”
"/bin/bash"

7

CREATED
47 hours ago
4 days ago

STATUS
Up 47 hours
Up 4 days

NAMES
firewall2
firewall

root@dccdefS2e8ch: fhome/Click-changed- for-ParaGraph/conf# cat firewall2.click
from@fw: :FromDevice{eth®, SNIFFER false)
to@fw: :ToDevice{ethl)
todumpl@fw: : ToDump ( /home/in- fw)
todump2@fw: : ToDump ( fhome/out - fw)
cB@fw: :Classifier(12/0806, //ARP

12/0800, //IPvd

-)//others
checkarp@fw: :CheckARPHeader
checkip@fw: :CheckIPHeader(14)
ipf@fw: : IPFilter(allow src 192.168.2.11, deny all}
gng@fw: :QuickNoteQueue

fromgfw -= CheckLength(1500)-> todumpl@fw -= Print(in) -= cogfw
coafwlB] -= checkarpefw -= gngafw

cbafwl[l] -= checkip@fw -= ipfafw

chafw[2] -= Discard

ipfefwle] -= gngefw
ipfefwl[1l] -= Discard

gng@fw -= Print{out) -= todump2@fw -» to@fw
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FasBTiERER

4, BFEIZHSVNFiEHMiptablesEi&IERE
(1) Node-0175mageneratorf&H{SE

root@77efl2e2aea7:/# route -n
Kernel IP routing table

Destination Flags Metric Ref
0.0.0.0 : 1 : UG
192.168.
192.168.
192.168.
192.168.
192.168.1.
192.168.1.
192.168.1.
192.168.1.
192.168. 1.

=
n
]

0
0
0
0
0
0
0
0
0
0

RRRRRRRRRA
SRR SE SR SRS SR SRS
SRR SE SR SRS SR RSN S
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FasBTiERER

4, FEIZFHRVNFIEHERiptablesft&ERE
( 2 ) Node-0275 s=firewall iptablesfic &5 8

root@3462b00c38b2: /home/Click-changed-for-ParaGraph/conf# iptables -t nat -L
Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DNAT all — anywhere 192.168.1.61 02192 168 1. 21

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
MASQUERADE all -—-— 192.168.1.11 192.168.1.61
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FasBTiERER

4, HR2ZFP=VNFIEENiptablestitE{ER
(1) Node-01T5r3generator2iRH{ER

root@labt53ta/81:/# route —-n

Kernel IP routing table

Destination Gateway Genmask Flags Metric
0.0.0.0 192.168.2.1 0.0.0.0 UG 0

192.168.2.0 0.0.0.0 255.255.255.6 U

0
192.168.2.0 0.0.0.0 Z255.255.255.0 U 0
192.168.2.61 192.168.2.51 255.7255.255i7255 UGH O
192.168.2.61 192.168.2.21 2957255759255 UGH | @
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FasBTiERER

4, FR2Z2D=2VNFigHRiptablesit &R

( 2) Node-0275m2firewall2 (& Kiptablesfi &HEE

root@dcc4e092e8cb: /home/Click-changed-for-ParaGraph/conf# route -n
ernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.2 0.0.0.0 UG 0 0 0 etho
0.0.0.0 25502550255.0 U 0 0 0 etho
0.0.0.0 255.955:255.0 1§ 0 0 0 ethl
- [P 192.168.2.31 Z2855.755.955 955 UG O 0 0 etho
root@dcc4e092e8cb: /home/Click-changed-for-ParaGraph/conf# iptables -t nat -L
hain PREROUTING (policy ACCEPT)
arget prot opt source destination
all — anywhere 192.168.2.61 t0:192.168.2.21

hain INPUT (policy ACCEPT)
arget prot opt source destination

hain OUTPUT (policy ACCEPT)
arget prot opt source destination

hain POSTROUTING (policy ACCEPT)
arget prot opt source destination
ASQUERADE all -- anywhere anywhere

SIGINI--https://dianshenseu.github.io/year-archive/
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root@e85173741602: /home/Click—-changed-for-ParaGraph/conf# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.2.3 0.0.0.0 UG 0 0 @ etho

192.168.2.0 0.0.0.0 255255 .255(8 ) 0 0 @ etho

192.168.2.0 0.0.0.0 255.255.255.6 U 0 0 0 ethl

192.168.2.61 192.168.2.41 255.255.255.255 UGH 0 0 @ etho

root@e85173741602: /home/Click—changed-for-ParaGraph/conf# iptables -t nat -L

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DNAT all —— anywhere 192.168.2.61 t0:192.168.2.31

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

SIGINI--https://dianshenseu.github.io/year-archive/
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(4 ) Node-0475mloadbalance2 f&H Kiptablesfc&HE52
root@b3e4b8a2522: /home/Click-changed-for-ParaGraph/conf# route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.2.4 0.0.0.0 UG 0 0 0 etho
192.168.2.0 0.0.0.0 Z255.955.255. 6 1) 0 0 0 etho
192.168.2.0 0.0.0.0 255.955. 255 6 U 0 0 0 ethl
root@b3e4b8a2522: /home/Click-changed-for-ParaGraph/conf# iptables -t nat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
DNAT all -- anywhere 192.168.2.61 t0:192.168.2.41

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination
MASQUERADE all — anywhere anywhere

SIGINI--https://dianshenseu.github.io/year-archive/
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Discard IPClassifier IPRewriter

IPRewriter

Classifier copier IPFilter merger
IPRewriter

Switch

IPRewriter

ToDevice

- anywhere

Chain INPUT (policy ACCEFT)
target prot opt source destination

Chain QUTPUT (policy ACCEPT)
target prot opt source destination

destination
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