VASKLEiR o

REA: BEBE

H#i: 20193 A 18H




- MBEMS S

- IMBi#HRE
- MBRE




e VASIHZEE X
_ ;@aﬂwﬁm, frf

=R
MERIE. K

o LA
— WL N TS B

o LR L 25
— MR EINIE . NEWFEEE., NP4




o) @ —: VASM D RE HAF Bk LA A
—  HARIE T E B RSB I S IR A R ST 2,
SR SCHRAE M LA RER R, AT DL R BB

o A . VASWIZE ¥y H 5 2~
— VASMZZ M ZDIRe M B a4, BEKE TARIMNE=F
HIVN B B AR D RS, iR BHEE RS M IR SS T Re )
FlEfE S

o |0 =. VASWZEITE K
_ BN RE A, NSRS AT, L
VSR SC AT 3B AL A3 BT 3 SRR B

4



«=+«9 Ingress flow (] switch/router mirror w/ERSPAN

<4— Egress flow . ;
Butiiie flow () switch/router mirror w/GRE

ISP-Y

ﬁngT@V\sWnch &)
-

Server - PUREE S ¢ = Gateway

Y
Qutside our networks

=t
Jin

24 1 2

ETHERNET

ETHERNET 802. 1Q 1PV4 TCP ISP-Y Switch
ETHERNET 1PV4 VXLAN ETHERNET 1PV4 TCP Cloud Edge
1PV4 VXLAN ETHERNET 1PV4 TCP Datacenter Border
ETHERNET 1PV4 VXLAN ETHERNET 1PV4 TCP SLB

1PV4 VXLAN ETHERNET 1PV4 TCP SLB
ETHERNET 1PV4 GRE ETHERNET 1PV4 TCP VPN Gateway
1PV4 GRE ETHERNET 1PV4 TCP VPN Gateway

®@QI0e|®|®|®| ©

[1] Yu D, Zhu Y, Arzani B, et al. dShark: A General, Easy to Program and Scalable Framework for Analyzing In-
network Packet Traces[C]//16th {USENIX} Symposium on Networked Systems Design and Implementation
({NSDI} 19). 2019.




— VASIZ5 3 BB Fe o R > M i R e . 938

o TAEUFE

— YL FE
W AE TR — PR A F 1 7 91| 25
— R

o PEEIF
— JHFEHEEN
— EER A FRHE R (Netmap, DPDK)




FFAE T Uit B I BOTVIZEAR AL

VPR & I hi Bt 4 Iy R TR




FrIE Iz L

o IMEFFIEE X
— RN AT AN — RS, S Ay
Nk FUBAFIE 25

— B [E) R AR
VB AL RIE . RSN TATAH OC B RFAE, B ik 2 [A]
BEETIR] . ZS RIS [E] . A 4 dar S B ) &5

— MUARRFAIE
VIR H B R NEREIRIE, B E R/ A
W NANNE AU EYSS N

[1] Moore A, Zuev D, Crogan M. Discriminators for use in flow-based
classification[R]. 201 3.




Inter-arrival Time
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Connection duration
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Time Spent Idle
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Time Spent Active
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Packet Length
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Size of Packet Header
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Payload Size
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Initial Window Size
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Number of Unique Bytes Sent
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